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NOTICE  
CONCERNING CONFIDENTIALITY OF THE REQUESTED RACKSPACE 

AUDIT OR SECURITY REPORT 

Rackspace US, Inc. 

You have requested to receive a copy of an audit or security report covering Rackspace’s 
operations. 

Audit and security reports are Rackspace’s confidential information. Rackspace is willing to 

provide a copy to you subject to your agreement to the terms and conditions of the non-

disclosure agreement set forth below. Please read them carefully. 

By clicking on the “I ACCEPT” button below, you signify that you agree to be bound by these 

terms and conditions. Such acceptance and agreement shall be as effective as your written 

signature. 

Non-Disclosure Agreement 
(SOC, ISO and Other Audit Reports to Non- Customers) 

The person (“Recipient”) receiving Confidential Information of Rackspace US, 
Inc. d/b/a Rackspace Hosting (“Rackspace”) agrees as follows: 
1. Confidential Information. The term “Confidential Information” shall mean all audit or
security reports covering Rackspace’s operations. It includes any report prepared by an 
independent auditor of its examination of Rackspace in accordance with the American Institute 
of Certified Public Accountants’  

(“AICPA”), the International Auditing and Assurance Standards Board (“IAASB”), and the 

International Organization for Standardization (“ISO”). Examples of reports which are 

Confidential Information of Rackspace are the Service Organization Control (“SOC”) and ISO/IEC 

27001:2005 Information Security Management System (“ISO 27001”).  

2. SOC and ISO 27001Report Acknowledgment. This section applies only to a Recipient

receiving a SOC or ISO Report who is not at this time a ‘user organization’. The term ‘user 

organization’ means a Rackspace customer or its auditor or a customer of a Rackspace 

customer and its auditor.  

a) Recipient understands that an independent auditor (“Auditor”) was engaged by
Rackspace to perform a SOC or ISO service auditor’s examination for Rackspace (the

“Services”). Recipient has requested that Rackspace deliver to it a copy of the Auditor’s
report (including any portion, abstract and/or summary thereof, (the “Report”)

prepared by Auditor in connection with the Services.

b) Recipient understands that the Services were undertaken, and the Report was prepared

solely for the information and use of Rackspace, its user organizations (and their
auditors) and was not intended for use by its prospective user organizations. Auditor has
made no representation or warranty to Recipient as to the sufficiency of the Services, or
otherwise with respect to the Report. Had Auditor been engaged to perform additional
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services or procedures, other matters might have come to Auditor’s attention that 
would have been addressed in the Report.  

 
c) The Services did not constitute an audit review or examination of financial statements in 

accordance with generally accepted auditing standards of the American Institute of 
Certified Public Accountants or the standards of the Public Company Accounting 
Oversight Board or an examination of prospective financial statements in accordance 
with applicable professional standards, or a review to detect fraud or illegal acts. The 
Services did not include any procedures to test compliance with the laws or regulations 
or any jurisdiction.  

 
d) Recipient further acknowledges and agrees that Recipient does not acquire any rights 

against Auditor, any other member firm of Auditor’s global network, or any of its 
respective affiliates, partners, agents, representatives or employees (collectively, the 
“Auditor Parties”), and Auditor assumes no duty or liability to Recipient in connection 
with the Services or the Report. Recipient hereby releases each of the Auditor Parties 
from any and all claims or causes of action that Recipient has, or hereafter may or shall 
have, against Auditor in connection with the Report or Auditor’s performance of the 
Services. Recipient may not rely on the Report, and will not contend that any provisions 
of United States or state securities laws could invalidate or avoid any provision of this 
non-disclosure agreement.  

 
e) In addition, except where compelled by legal process (of which Recipient shall promptly 

inform Auditor and tender to Auditor, if Auditor so elects, the defense thereof), 

Recipient agrees that it will not disclose, orally or in writing, any Report, or make any 

reference to Auditor in connection therewith, in any public document or to any third 

party.  
 

f) It is agreed and understood that Auditor shall be a third party beneficiary to this non-

disclosure agreement. 

 

3. Use. Recipient may use the Confidential Information for a period of one (1) year from 

disclosure, and only for the purpose of evaluating Rackspace’s operations for compliance with 

Recipient’s security, regulatory and other business policies. This non-disclosure agreement does 

not create or imply an agreement to complete any transaction or an assignment by Rackspace of 

any rights in its intellectual property.  

4. Disclosure.  
a) Except as provided below, Recipient shall not disclose the Confidential Information to 

any third party other than Recipient’s employees, agents and representatives, who need 

to know the information to evaluate operations for compliance with Recipient’s 

security, regulatory and other business policies, and provided such third parties are 

bound by confidentiality restrictions at least as stringent as those stated in this non-

disclosure agreement. Recipient’s obligations of confidentiality and non-disclosure shall 

survive the expiration of termination of this non-disclosure agreement.  

b) Recipient may disclose the Confidential Information as required by law in the reasonable 

opinion of Recipient’s counsel, including in response to legal process compelling such 
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disclosure, provided that Recipient shall provide advance written notice of disclosure of 

at least fifteen (15) days unless: (i)  

Recipient is legally compelled to make such disclosure on fewer than twenty (20) days 
from its receipt of the request, in which case Recipient shall give Rackspace as much 
notice as is reasonably practicable under the circumstances, or (ii) notice is prohibited 
by law. Recipient shall limit disclosure under this paragraph to that Confidential 
Information which is legally required to be provided in the reasonable opinion of 
Recipient’s counsel. At Rackspace’s request and expense, Recipient shall cooperate with 
Rackspace’s reasonable efforts to avoid or limit disclosure.  

5. Return. Subject to state and federal document retention regulations governing
Recipient, Recipient agrees to return or destroy the Confidential  
Information on demand, and to certify in writing, if requested, that the Confidential Information 

has been fully returned or destroyed.  

6. Governing Law/Disputes. This non-disclosure agreement shall be governed by the laws

of the state of Texas. Recipient acknowledges that injunctive relief prohibiting disclosure is an 

appropriate remedy under this non-disclosure agreement.  Notwithstanding anything herein to 

the contrary, and except in the cases of fraud or willful misconduct, neither party shall be liable 

for any consequential, punitive, incidental, indirect, exemplary, or special damages arising out of 

activities related to this agreement. 

7. Inadvertent Disclosure. Recipient agrees to promptly notify Rackspace in the event

there is a disclosure of the Confidential Information other than as authorized by this non-

disclosure agreement, either intentionally or inadvertently, and to assist Rackspace in 

recovering any such Confidential Information and/or mitigating harm to Rackspace resulting 

from such unauthorized disclosure.  
8. Notices. Notices to Rackspace shall be given in writing by electronic mail, return receipt
requested, confirmed by facsimile or first class United States mail, to the address below. Notice 
shall be deemed given, received and effective at the time sent, provided that if such time is not 
on a weekday between the hours of 8:00 am and 5:00 pm Central Time, notice shall be deemed 
given, received and effective as of the time that the foregoing business hours next begin.  
9. Final Agreement. This non-disclosure agreement is the final and complete agreement

regarding its subject matter and supersedes and replaces any prior or contemporaneous 

communication, understanding or agreement, whether written or verbal.  

Notices for Rackspace: 
Rackspace US, Inc. 
5000 Walzem 
San Antonio, Texas 78218 
Attention: General Counsel 
Phone (210) 312-4000 
Fax: (210) 312-4848 
Email:  legalnotice@rackspace.com 

mailto:legalnotice@rackspace.com


Select "Yes" in the pop-up to accept the NDA 

Select "No"  in the pop-up to exit
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Section 1: Assessment Information 


Instructions for Submission 


This Attestation of Compliance must be completed as a declaration of the results of the service provider’s 


assessment with the Payment Card Industry Data Security Standard Requirements and Security 


Assessment Procedures (PCI DSS). Complete all sections: The service provider is responsible for 


ensuring that each section is completed by the relevant parties, as applicable. Contact the requesting 


payment brand for reporting and submission procedures. 
 


Part 1.  Service Provider and Qualified Security Assessor Information 


Part 1a. Service Provider Organization Information 


Company Name: Rackspace US Inc DBA (doing 


business as): 


N/A 


Contact Name: Brandon Pinzon Title: Global Director, 


Compliance, Customer 


Assurance, and Enterprise 


Risk Management 


Telephone: 210-312-3474 E-mail: Brandon.Pinzon@rackspac 


e.com 


Business Address: 1 Fanatical Place City: San Antonio 


State/Province: Texas Country: USA Zip: 78218 


URL: www.rackspace.com 


 


Part 1b. Qualified Security Assessor Company Information (if applicable) 


Company Name: Protiviti 


Lead QSA Contact Name: David Stanton Title: Managing Director 


Telephone: 1.469.374.2488 E-mail: David.Stanton@protiviti.com 


Business Address: 13727 Noel Rd #800 City: Dallas 


State/Province: Texas Country: USA Zip: 75240 


URL: www.protiviti.com 



http://www.rackspace.com/

mailto:David.Stanton@protiviti.com

http://www.protiviti.com/
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Note: These categories are provided for assistance only, and are not intended to limit or predetermine 


an entity’s service description. If you feel these categories don’t apply to your service, complete 


“Others.” If you’re unsure whether a category could apply to your service, consult with the applicable 


payment brand. 


 
 


Part 2.  Executive Summary 


Part 2a. Scope Verification 


Services that were INCLUDED in the scope of the PCI DSS Assessment (check all that apply): 


Name of service(s) assessed: Managed Public Cloud 


Type of service(s) assessed: 


Hosting Provider: 


Applications / software 


Hardware 


Infrastructure / Network 


Physical space (co-location) 


Storage 


Web 


Security services 


3-D Secure Hosting Provider 


Shared Hosting Provider 


Other Hosting (specify): 


Managed Services (specify): 


 Systems security services 


 IT support 


Physical security 


Terminal Management System 


Other services (specify): 


Payment Processing: 


POS / card present 


Internet / e-commerce 


MOTO / Call Center 


ATM 


Other processing (specify): 


Account Management Fraud and Chargeback Payment Gateway/Switch 


Back-Office Services Issuer Processing Prepaid Services 


Billing Management Loyalty Programs Records Management 


Clearing and Settlement Merchant Services Tax/Government Payments 


Network Provider 


Others (specify): 
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Part 2a. Scope Verification (continued) 


Services that are provided by the service provider but were NOT INCLUDED in the scope of 
the PCI DSS Assessment (check all that apply): 


Name of service(s) not assessed: Rackspace Dedicated, Datapipe 


Type of service(s) not assessed: 


Hosting Provider: 


Applications / software 


 Hardware 


 Infrastructure / Network 


 Physical space (co-location) 


Storage 


Web 


 Security services 


3-D Secure Hosting Provider 


Shared Hosting Provider 


Other Hosting (specify): 


Managed Services (specify): 


 Systems security services 


 IT support 


 Physical security 


Terminal Management System 


Other services (specify): 


Payment Processing: 


POS / card present 


Internet / e-commerce 


MOTO / Call Center 


ATM 


Other processing (specify): 


Account Management Fraud and Chargeback Payment Gateway/Switch 


Back-Office Services Issuer Processing Prepaid Services 


Billing Management Loyalty Programs Records Management 


Clearing and Settlement Merchant Services Tax/Government Payments 


Network Provider  


Others (specify): 


Provide a brief explanation why any checked services 


were not included in the assessment: 
Rackspace Dedicated and Datapipe environments 


are covered under a separate ROC/AOC. 


 


Part 2b. Description of Payment Card Business 


Describe how and in what capacity your business 


stores, processes, and/or transmits cardholder data. 
N/A 


Describe how and in what capacity your business is 


otherwise involved in or has the ability to impact the 


security of cardholder data. 


Rackspace does not store, process or transmit 


cardholder data as part of the Managed Public Cloud 


service, but rather their customers may be storing, 


processing, or transmitting cardholder data. The 


Managed Public Cloud service includes systems that 


could impact the security of the customer’s cardholder 


data environment and therefore this service is in 


scope for PCI DSS. 


 


List types of facilities (for example, retail outlets, corporate offices, data centers, call centers, etc.) and a 


summary of locations included in the PCI DSS review. 


Type of facility: Number of facilities 


of this type 


Location(s) of facility (city, country): 


Example: Retail outlets 3 Boston, MA, USA 


Corporate Office 11 San Antonio (HQ), Texas, USA 


Part 2c. Locations 
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  Austin, Texas, USA 


San Jose, California, USA 


Blacksburg, VA, USA 


New York City, NY, USA 


London, England 


Amsterdam, Netherlands 


Hong Kong, Hong Kong 


Zurich, Switzerland 


Sydney, Australia 


Mexico City, Mexico 


Note: the Managed Public Cloud 


environment relies on other validated 


services where data center locations are 


addressed including Rackspace data 


centers as part of the Dedicated hosting 


environment as well as public cloud 


platforms including Amazon which operates 


Amazon Web Services (AWS), Microsoft 


which operates Azure, and Google which 


operates Google Cloud Platforms. 


N/A N/A 


   


   


   


   
 


Does the organization use one or more Payment Applications? Yes  No 
 


Provide the following information regarding the Payment Applications your organization uses: 
 


Payment Application 


Name 


Version 


Number 


Application 


Vendor 


Is application 


PA-DSS Listed? 


PA-DSS Listing Expiry 


date (if applicable) 


   Yes No  


   Yes No  


   Yes No  


   Yes No  


   Yes No  


   Yes No  


   Yes No  


   Yes No  


 


Part 2e. Description of Environment 


Provide a high-level description of the environment 


covered by this assessment. 


 For example:  


Rackspace is a managed hosting provider who 


has services called Fanatical Support for 


Amazon Web Services (FAWS), Fanatical 


Support for Microsoft Azure, and Fanatical 


Part 2d. Payment Applications 
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• Connections into and out of the cardholder data 


environment (CDE). 


• Critical system components within the CDE, such as POS 


devices, databases, web servers, etc., and any other 


necessary payment components, as applicable. 


Support for Google Cloud Platforms (GCP). 


Together, these environments form the 


Managed Public Cloud service offering. These 


services are provided to customers for the 


purposes of helping them migrate existing 


applications to the cloud platforms (Amazon 


Web Services (AWS), Microsoft Azure 


(Microsoft), or Google Cloud (Google)), design 


and architect customer environments, provide 


tools and features to enhance the security of the 


cloud environments, and maintain on-going 


operations. Customer environments are hosted 


within the customers’ own respective cloud 


environments. In providing these services, 


Rackspace has developed a suite of tools that 


can be utilized by Managed Public Cloud 


personnel or by customers of the Managed 


Public Cloud services, depending upon the level 


of service and support requested. 


Because customer environments may be 


required to maintain PCI DSS compliance, the 


use of Managed Public Cloud systems may be 


considered systems that could impact the 


security of a customer’s cardholder environment 


and therefore Rackspace is demonstrating that 


these systems are implemented and maintained 


in a manner aligned with PCI DSS requirements. 


Rackspace does not store, process or transmit 


cardholder data as part of the Managed Public 


Cloud service. 


Does your business use network segmentation to affect the scope of your PCI DSS 


environment? 


(Refer to “Network Segmentation” section of PCI DSS for guidance on network 


segmentation) 


 Yes No 
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Part 2f. Third-Party Service Providers 


Does your company have a relationship with a Qualified Integrator & Reseller (QIR) for 


the purpose of the services being validated? 


If Yes: 


Name of QIR Company: 


QIR Individual Name: 


Description of services provided by QIR: 


Yes    No 


Does your company have a relationship with one or more third-party service providers (for 


example, Qualified Integrator Resellers (QIR), gateways, payment processors, payment 


service providers (PSP), web-hosting companies, airline booking agents, loyalty program 


agents, etc.) for the purpose of the services being validated? 


 Yes No 


If Yes: 


Name of service provider: Description of services provided: 


Rackspace Dedicated A portion of Managed Public Cloud systems are hosted with Rackspace 


Dedicated. No CHD is shared with this service provider, but it has been 


included in the review due to the impacts on the security of the customer 


environment. 


Amazon Web Services A portion of Managed Public Cloud systems used by Rackspace to support 


customers hosted in Amazon Web Services are hosted within a Rackspace 


Amazon Web Services account. Customer environments are hosted by the 


service provider in their own accounts (separate from Rackspace). Amazon 


Web Services provides compliant Platform as a Service hosting for both 


Rackspace and customers. 


Microsoft Azure A portion of Managed Public Cloud systems used by Rackspace to support 


customers hosted in Microsoft Azure are hosted within a Rackspace Microsoft 


Azure subscription. Customer environments are hosted by the service provider 


in their own subscription (separate from Rackspace). Microsoft provides 


compliant Platform as a Service hosting for both Rackspace and customers. 


Crowdstrike Provides SIEM services for the Managed Public Cloud environment. No CHD is 


shared with this service provider. 


Google Cloud Platform A portion of Managed Public Cloud systems used by Rackspace to support 


customers hosted in Google Cloud Platform are hosted within a Google Cloud 


Platform account. Customer environments are hosted by the service provider in 


their own account (separate from Rackspace). Google provides compliant 


Platform as a Service hosting for both Rackspace and customers. 


  


Note: Requirement 12.8 applies to all entities in this list. 
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For each PCI DSS Requirement, select one of the following: 


• Full – The requirement and all sub-requirements of that requirement were assessed, and no sub- 


requirements were marked as “Not Tested” or “Not Applicable” in the ROC. 


• Partial – One or more sub-requirements of that requirement were marked as “Not Tested” or “Not 


Applicable” in the ROC. 


• None – All sub-requirements of that requirement were marked as “Not Tested” and/or “Not Applicable” 


in the ROC. 


For all requirements identified as either “Partial” or “None,” provide details in the “Justification for Approach” 


column, including: 


• Details of specific sub-requirements that were marked as either “Not Tested” and/or “Not Applicable” in 


the ROC 


• Reason why sub-requirement(s) were not tested or not applicable 
 


 


Name of Service Assessed: Managed Public Cloud 


 
 
 


PCI DSS 


Requirement 


Details of Requirements Assessed 


 
 


Full 


 
 


Partial 


 
 


None 


Justification for Approach 


(Required for all “Partial” and “None” responses. Identify which 


sub-requirements were not tested and the reason.) 


Requirement 1: 
 


 


 
 
 
 
 


 


 


 


 
 
 
 
 


 


 


 


 
 
 
 
 


 


1.1.3, 1.3.6 - The Managed Public Cloud environment 


does not store process or transmit cardholder data 


1.2.2 - There are no routers in scope for the Managed 


Public Cloud environment 


1.4 - there are no mobile and/or employee-owned 


computers with direct connectivity to the Internet 


Requirement 2: 
 


 


 
 
 
 


 


 


 
 
 
 


 


 


 
 
 
 


2.1.1 - there are no wireless environments connected 


directly to the Managed Public Cloud environment 


2.6 - Managed Public Cloud is not attesting as a 


Shared Hosting Provider 


Requirement 3: 
 


 


 
 


 


 


 


 
 


 


 


 


 
 


 


3.1, 3.2, 3.3, 3.4, 3.5, 3.5.1, 3.5.2, 3.5.3, 3.5.4, 3.6, 3.6.1- 


8, 3.7 - Cardholder data is not stored, processed, or 


transmitted as part of the Managed Public Cloud 


service. 


Requirement 4: 
 


 
 


 


 


 
 


 


 


 


 


 


All - Cardholder data is not stored, processed, or 


transmitted as part of the Managed Public Cloud 


service. 


Requirement 5: 
 


 
 


 
 


  


Requirement 6: 
 


 


 


 


 


 


 


 


 


 


 


 


6.4.3 - there is no CHD stored processed or 


transmitted within the Managed Public Cloud 


environment. 


Requirement 7: 
 


 
 


 
 


  


Part 2g. Summary of Requirements Tested 


Note: One table to be completed for each service covered by this AOC. Additional copies of this section are 


available on the PCI SSC website. 
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Requirement 8: 
 


 


 


 


 


 


 


 


 
8.7 - There are no databases in the Managed Public 


Cloud environment that contain cardholder data 


Requirement 9: 
 


 


 


 


 
 


 


 


 


 


 
 


 


 


 


 


 
 


9.5.1, 9.6.2-3 - Managed Public Cloud does not store, 


process, or transmit cardholder data 


9.9, 9.9.1-3 - There are no POS systems in the 


Managed Public Cloud environment 


Requirement 10: 
 


 


 


 


 


 


 


 


 
10.2.1 - The Managed Public Cloud environment does 


not store, process, or transmit cardholder data 


Requirement 11: 
 


 
 


 
 


  


Requirement 12: 
 


 
 


 
 


  


Appendix A1: 
 


 


 


 


 


 


 


 


 
All – Managed Public Cloud is not a shared hosting 


provider 


Appendix A2: 
 


 


 


 


 


 


 


 


 


 


 


 


All - The requirements around risk mitigation and 


migration plans are no longer applicable because 


June 30, 2018 has passed, 
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Section 2: Report on Compliance 
 


This Attestation of Compliance reflects the results of an onsite assessment, which is documented in an 


accompanying Report on Compliance (ROC). 
 


The assessment documented in this attestation and in the ROC was completed 


on: 


July 31, 2018 


Have compensating controls been used to meet any requirement in the ROC?  Yes No 


Were any requirements in the ROC identified as being not applicable (N/A)?  Yes No 


Were any requirements not tested? Yes  No 


Were any requirements in the ROC unable to be met due to a legal constraint? Yes  No 


 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 







PCI DSS v3.2 Attestation of Compliance for Onsite Assessments – Service Providers, Rev. 1.0 


© 2006-2016 PCI Security Standards Council, LLC. All Rights Reserved. 


April 2016 


Page 10 


 


 


Section 3: Validation and Attestation Details 
 


This AOC is based on results noted in the ROC dated July 31, 2018. 


Based on the results documented in the ROC noted above, the signatories identified in Parts 3b-3d, as 


applicable, assert(s) the following compliance status for the entity identified in Part 2 of this document 


(check one): 
 


 


 


 
 


Compliant: All sections of the PCI DSS ROC are complete, all questions answered affirmatively, 


resulting in an overall COMPLIANT rating; thereby Rackspace has demonstrated full compliance with 


the PCI DSS. 


 


 


 
 
 
 
 


 


Non-Compliant: Not all sections of the PCI DSS ROC are complete, or not all questions are 


answered affirmatively, resulting in an overall NON-COMPLIANT rating, thereby (Service Provider 


Company Name) has not demonstrated full compliance with the PCI DSS. 


Target Date for Compliance: 


An entity submitting this form with a status of Non-Compliant may be required to complete the Action 


Plan in Part 4 of this document. Check with the payment brand(s) before completing Part 4. 


 


 


 
 
 
 
 
 
 
 
 


 


Compliant but with Legal exception: One or more requirements are marked “Not in Place” due to a 


legal restriction that prevents the requirement from being met. This option requires additional review 


from acquirer or payment brand. 


If checked, complete the following: 


  


 
 


Signatory(s) confirms: 


(Check all that apply) 
 


 


 


 
The ROC was completed according to the PCI DSS Requirements and Security Assessment 


Procedures, Version 3.2, and was completed according to the instructions therein. 
 


 


 
All information within the above-referenced ROC and in this attestation fairly represents the results of 


my assessment in all material respects. 
 


 


 
I have confirmed with my payment application vendor that my payment system does not store 


sensitive authentication data after authorization. 
 


 


 
I have read the PCI DSS and I recognize that I must maintain PCI DSS compliance, as applicable to 


my environment, at all times. 
 


 


 
If my environment changes, I recognize I must reassess my environment and implement any 


additional PCI DSS requirements that apply. 


Part 3. PCI DSS Validation 


Part 3a. Acknowledgement of Status 


 


Affected Requirement 
 


Details of how legal constraint prevents requirement being met 
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Part 3a. Acknowledgement of Status (continued) 
 


 


 
No evidence of full track data1, CAV2, CVC2, CID, or CVV2 data2, or PIN data3 storage after 


transaction authorization was found on ANY system reviewed during this assessment. 
 


 ASV scans are being completed by the PCI SSC Approved Scanning Vendor Secureworks 


 


Part 3b. Service Provider Attestation 


 


Signature of Service Provider Executive Officer  Date: July 31, 2018 


Service Provider Executive Officer Name: Brandon Pinzon Title: Global Director, Compliance, 


Customer Assurance, and Enterprise 


Risk Managemen 


 


Part 3c. Qualified Security Assessor (QSA) Acknowledgement (if applicable) 


If a QSA was involved or assisted with this 


assessment, describe the role performed: 


 


 


Signature of Duly Authorized Officer of QSA Company  Date: July 31, 2018 


Duly Authorized Officer Name: David Stanton QSA Company: Protiviti 


 


Part 3d. Internal Security Assessor (ISA) Involvement (if applicable) 


If an ISA(s) was involved or assisted with 


this assessment, identify the ISA personnel 


and describe the role performed: 


 


 
 
 
 
 
 
 
 
 
 
 
 
 


1 Data encoded in the magnetic stripe or equivalent data on a chip used for authorization during a card-present transaction. Entities 


may not retain full track data after transaction authorization. The only elements of track data that may be retained are primary 


account number (PAN), expiration date, and cardholder name. 


2 The three- or four-digit value printed by the signature panel or on the face of a payment card used to verify card-not-present 


transactions. 


3 Personal identification number entered by cardholder during a card-present transaction, and/or encrypted PIN block present 


within the transaction message. 
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Select the appropriate response for “Compliant to PCI DSS Requirements” for each requirement. If you 


answer “No” to any of the requirements, you may be required to provide the date your Company expects to be 


compliant with the requirement and a brief description of the actions being taken to meet the requirement. 


Check with the applicable payment brand(s) before completing Part 4. 
 


 
PCI DSS 


Requirement 


 
 


Description of Requirement 


Compliant to PCI 


DSS Requirements 


(Select One) 


Remediation Date and 


Actions 


(If “NO” selected for any 


Requirement) YES NO 


1 
Install and maintain a firewall 


configuration to protect cardholder data 


 


 
 


 


 
 


 


 
2 


Do not use vendor-supplied defaults for 


system passwords and other security 


parameters 


 
 


 


 
 


 


 


 


3 
 


Protect stored cardholder data 
 


 
 


 


 
 


 


4 
Encrypt transmission of cardholder data 


across open, public networks 


 


 
 


 


 
 


 


 
5 


Protect all systems against malware 


and regularly update anti-virus software 


or programs 


 
 


 


 
 


 


 


6 
Develop and maintain secure systems 


and applications 


 


 
 


 


 
 


 


7 
Restrict access to cardholder data by 


business need to know 


 


 
 


 


 
 


 


8 
Identify and authenticate access to 


system components 


 


 
 


 


 
 


 


9 
Restrict physical access to cardholder 


data 


 


 
 


 


 
 


 


10 
Track and monitor all access to network 


resources and cardholder data 


 


 
 


 


 
 


 


11 
Regularly test security systems and 


processes 


 


 
 


 


 
 


 


12 
Maintain a policy that addresses 


information security for all personnel 


 


 
 


 


 
 


 


Appendix A1 
Additional PCI DSS Requirements for 


Shared Hosting Providers 


 


 
 


 


 
 


 


Appendix A2 
Additional PCI DSS Requirements for 


Entities using SSL/early TLS 


 


 
 


 


 
 


 


 


Part 4. Action Plan for Non-Compliant Requirements 











